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CIP Packet Delivery Process 
OSI 7-Layer Reference Model 
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Application - CIP Layer 7 Application - CIP 
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CIP TCP IP Header Packet 

CIP TCP IP Enet Header Frame 

Physical Layer Ethernet Frame is sent out the 

PHY 
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 The Ethernet message structure is a concatenation of protocols 

 EtherNet/IP defines an Encapsulation protocol that sets up the TCP 

resources 



Copyright  © 2015 Rockwell Automation, Inc. All Rights Reserved. PUBLIC 

CIP Packet Delivery Process 

6 

 Scenario 1 - Locally Connected - Controller 1 to Controller 2 

 Scenario 2 - Remotely Connected - Controller 1 to Controller 3 

Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 
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Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

CIP Packet Delivery Process 
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 Layer 2 Collision Domains 

Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 
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Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

CIP Packet Delivery Process 
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 Layer 2 Broadcast Domains 

Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 
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Data (Payload) FCS SA DA SFD Type/Len 

Ethernet Frame 

Pre 

 Allen-Bradley is 00:00:BC:XX:XX:XX and 00:1D:9C:XX:XX:XX 

 Representations - 00:00:BC:03:52:A9, 00-00-BC-03-52-A9, 0000.BC03.52A9 

ID Offset TTL Proto HCS IP SA IP DA Data (Payload) Len 
Version 
 /Len  

ToS 
Byte 

IPv4 Packet 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

APP 

DATA 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 
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Locally Connected - Controller 1 to Controller 2 

Packet Delivery Process 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

APP 

DATA 

TCP 

HDR 

APP 

DATA 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.10.6 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.10.6 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 
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13 

Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

ARP 

Request 

Packet 

ARP 

Request 

DST MAC 

Broadcast 

SRC MAC 

0000:BC10:1005 

Parking Lot 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

MAC Address Port 
Switch L2-1 MAC Address Table 

MAC Address Port 

0000:BC10:1005 Fa1/1 

Fa1/1 
Fa1/2 

Gi1/1 

MAC Address Port 

0000:BC10:1005 Fa1/1 

001D:9C10:100 Fa1/2 

ARP 

Reply 

DST MAC 

0000:BC10:1005 

SRC MAC 

001D:9C10:1006 

Packet 

Parking Lot 

ARP 

Request 

ARP 

Reply 

ARP 

Reply 

DST MAC 

0000:BC10:1005 

SRC MAC 

001D:9C10:1006 

Gi1/1 Gi1/2 Fa1/1 Fa1/2 

ARP 

Request 

DST MAC 

FFFF:FFFF:FFFF 

SRC MAC 

0000:BC10:1005 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.10.6 

DST MAC 

001D:9C10:1006 

SRC MAC 

0000:BC10:1005 

ARP 

Reply 

Packet 

Parking Lot 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.10.6 

DST MAC 

001D:9C10:1006 

SRC MAC 

0000:BC10:1005 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.10.6 

DST MAC 

001D:9C10:1006 

SRC MAC 

0000:BC10:1005 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.10.6 

TCP 

HDR 

APP 

DATA 

APP 

DATA 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

APP 

DATA 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

APP 

DATA 

TCP 

HDR 

APP 

DATA 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 
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Remotely Connected - Controller 1 to 
Controller 3 
Packet Delivery Process 

18 

Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

DST MAC 

E490.6919.5B44 

SRC MAC 

0000:BC10:1005 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

DST MAC 

E490.6919.5B44 

SRC MAC 

0000:BC10:1005 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

Switch L3-1 Routing Table 
Destination Next Hop Interface 

10.10.10.0/24 Connected Gi1/1 

10.10.20.0/24 Connected Gi1/2 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

DST MAC 

E490.6919.5B44 

SRC MAC 

0000:BC10:1005 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 
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Controller 1 Controller 3 

Controller 2 

Switch L2-1 Switch L2-2 
Switch L3-1 

L3 - 10.10.10.5 

L2 - 0000:BC10:1005 

L3 - 10.10.20.5 

L2 - 0000:BC10:2005 

L3 - 10.10.10.6 

L2 - 001D:9C10:1006 

L3 - 10.10.10.1 

L2 - E490.6919.5B44 
L3 - 10.10.20.1 

L2 - E490.6919.5B41 

L3 - 10.10.10.0/24 

L2 - VLAN 10 
L3 - 10.10.20.0/24 

L2 - VLAN 20 

Fa1/1 
Fa1/2 

Gi1/1 Gi1/1 Gi1/2 Fa1/1 Fa1/2 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

DST MAC 

0000:BC10:2005 

SRC MAC 

E490.6919.5B41 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

DST MAC 

0000:BC10:2005 

SRC MAC 

E490.6919.5B41 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

DST MAC 

0000:BC10:2005 

SRC MAC 

E490.6919.5B41 

TCP 

HDR 

APP 

DATA 

SRC IP 

10.10.10.5 

DST IP 

10.10.20.5 

TCP 

HDR 

APP 

DATA 

APP 

DATA 
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