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Overview - Packet Delivery Process

Locally Connected

Remotely Connected

Additional Information
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P Packet be Ivery Process
Rockwell
OSI 7-Layer Reference Model Etheri'et/IP Automation

LR

Open Systems ISO
Interconnection NSz

Layer Name Layer No. Function Examples

Application Network Services to User App CIP
IEC 61158
Encryption/Other processing
Manage Multiple Applications

Reliable End-to-End Delivery IETE
Error Correction TCP/UDP
s
% Packet Delivery, Routing IETF IP
%? Framing of Data, Error Checking IEEE
I 802.3/802.1

Physical Cabling Signal type to transmit bits, TIA - 1005
pinouts, cable type

5-Layer TCP/IP Model
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P Packet Delivery

Protocol Stack

Sender

Application - CIP

Presentation - Null

Session — Null

Transport — TCP/UDP

Network — IP

Data Link - Ethernet

Physical - Ethernet

Encapsulation

PUBLIC

Rockwell
Automation

Receiver

Layer 7
Layer 6

Application - CIP

Presentation - Null

Layer 5

Session - Null

Layer 4

Transport — TCP/UDP

Layer 3

Network - IP

Layer 2

Data Link - Ethernet

Layer 1

Physical - Ethernet

—

Ethen\et/IP

Decapsulation
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P Packet Delivery Process
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Protocol Stack Example - Encapsulation Etheri\'et/IP Automation

= The Ethernet message structure is a concatenation of protocols

= EtherNet/IP defines an Encapsulation protocol that sets up the TCP
resources

Encaps Data

Layer No. Layer Name
m
TCP Header Segment

“~._ |Enet Header,

Em\imet Frame is sent out the = hysical Layer
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CIP Packet Delivery Process

= Scenario 1 - Locally Connected - Controller 1 to Controller 2
= Scenario 2 - Remotely Connected - Controller 1 to Controller 3

Switch L2-1

Controller 1

L3-10.10.10.5
L2 - 0000:BC10:1005

I

PUBLIC
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L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24 SWltch L2-2

—t
Fa/( sV i1 /1

ControIIer 2

L3-10.10.10.6
L2 - 001D:9C10:1006

L2 - VLAN 10 M, L2 - VLAN 20
Gi1/1 /ﬁ' Gi1/2

L3-10.10.10.1 .3-10.10.20.1
L2 - E490.6919.5B44 | 2. E490.6919.5B41

Fa1/1_ Fa1/2
Controller 3

L3-10.10.20.5
L2 - 0000:BC10:2005

ight © 2015 Rockwell Automation, Inc. All Rights Reserved. 6



CIP Packet Delivery Process

= Layer 2 Collision Domains

Switch L2-1

Controller 1

L3-10.10.10.5
L2 - 0000:BC10:1005

b
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L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.024  gyiteh 22

V—=

it
Fart/ . 514

Controller 2

L3-10.10.10.6
L2 - 001D:9C10:1006

L2 - VLAN 10 M, L2 - VLAN 20
Gil/1 /ﬁ Gitf2

L3-10.10.10.1 .3-10.10.20.1
L2 - E490.6919.5B44 | 2. E490.6919.5B41

e 2T
Controller 3

L3-10.10.20.5
L2 - 0000:BC10:2005
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CIP Packet Delivery Process Automation

Layer 2 Broadcast Domains

Controller 1

L3-10.10.10.5 o i VIR L3-10.10.20.5
L2 - 0000:BC10:1005 L2 - 0000:BC10:2005

Controller 2

L3-10.10.10.6
\’\ L2 - 001D:9C10:1006
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CIP Packet Delivery Process Automation

Version ToS

/Len Byte Len ID Offset TTL Proto HCS| IPSA IP DA Data (Payload)

IPv4 Packet

Pre SFD| DA SA Type/lLen Data (Payload) FCS

Ethernet Frame

= Allen-Bradley is 00:00:BC:XX:XX:XX and 00:1D:9C:XX:XX:XX
= Representations - 00:00:BC:03:52:A9, 00-00-BC-03-52-A9, 0000.BC03.52A9
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Locally Connected - Controller 1 to Controller 2
Rockwell

Packet Delivery Process Automation

Application: Data to send
to Controller 2

Application: Forward to
Transport

Switch L2-1 L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24 Switch L2-2

= L2 - VLAN 10 L2 - VLAN 20 Puas
Faot/ T i1 4 Git/1 st Gitr2 Fa1/1 MV 1o

Controller 1 Fa1/2 L3-10.10.10.1 L3-10.10.20.1
L3-10.10.105 L2- EAS0.6919.5844  12- £490.6919.5841 13-10.10.205

L2 - 0000:BC10:1005 L2 - 0000:BC10:2005

Controller 2

L3-10.10.10.6
L2 - 001D:9C10:1006
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Locally Connected - Controller 1 to Controller 2

Packet Delivery Process

Rockwell
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Transport: Use TCP
AP L——— [ TCP: Encapsulate APP
DATA DATA into TCP Segment

TP | APP | TCP: Network, send to
HDR [ DATA , 10.10.10.6

SRCIP | DSTIP | TCP [ APP % IP: Encapsulate TCP
10.10.10.5 | 10.10.10.6 || HDR | DATA Segment into IP Packet

Switch L2-1 L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24  gyitch L2-2

— S L2- VLAN 10 . L2 - VLAN 20 -
5L Fa1/1_’Gi1/1 Git/1 st Gitr2 Fa1/1_’Fa1/2 Iz Il

Controller 1 L3-10.10.10.1 L3-101020 1 Controller 3
L3-10.10.105 L2- EAS0.6919.5844  12- £490.6919.5841 13-10.10.205

L2 - 0000:BC10:1005 L2 - 0000:BC10:2005

Controller 2

L3-10.10.10.6

L2 -001D:9C10:1006
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Locally Connected

Packet Delivery Process

- Controller 1 to Controller 2

SRC IP DSTIP %
10.10.10.5 | 10.10.10.6

IP: Controllers 1 & 2 are on the same subnet
- 10.10.10.0/24, forward to Data Link

Switch L2-1

Ethernet: ARP, no MAC address mapping for
10.10.10.6, hold the Packet, issue ARP request

L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24  gyitch L2-2

=
: Fa/( sV i1 /1
Controller 1

L3-10.10.10.5
L2 - 0000:BC10:1005

Controller 2

L3-10.10.10.6
L2 - 001D:9C10:1006
PUBLIC

L2- VLAN 10 | L2 - VLAN 20
’
Gi1/1 Gi1f2 Fa1/q M

L3-10.10.10.1 .3-10.10.20.1
L2 - E490.6919.5B44 | 2. E490.6919.5B41

Rockwell
Automation

=

Fa1/2

'—-Li
=Rl

Controller 3

L3-10.10.20.5
L2 - 0000:BC10:2005
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Locally Connected - Controller 1 to Controller 2
Rockwell

Packet Delivery Process Automation

Parking Lot

ARP
Request

Ethernet: Encapsulate ARP Request
DST MAC SRC MAC ARP o Eth ‘F
Broadcast | 0000:BC10:1005 Into ernet Frame

Request

Switch L2-1 L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24 Switch L2-2

= L2 - VLAN 10 L2 - VLAN 20 Puas
. Faot/ T i1 4 Git/1 st Gitr2 Fa1/1 MV 1o

Controller 1 Fa1/2 L3-10.10.10.1 L3-10.10.20.1 Controller 3
L2-E490.6919.5B44 | 2-E490.6919.5B41

L3-10.10.10.5 L3-10.10.20.5
L2 - 0000:BC10:1005 L2 - 0000:BC10:2005

Controller 2

L3-10.10.10.6
L2 - 001D:9C10:1006
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Locally Connected - Controller 1 to Controller 2

Packet Delivery Process

Rockwell
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Parking Lot

Switch L 2-1 MAC Address Table

MAC Address Port
0000:BC10:1005 Fa1/1
001D:9C10:100 Fa1/2

BSPMAC SRC MARC MAC D

D0RSBEA0}1000QBIDIE1905 0 1996 F ,
= Switch Y L3 - 10.10.10.0/24 SwitchL3-1  13-10.10.20024  gyitch 12-2

e L2 - VLAN 10 i, | L2 - VLAN 20 S
1A iy —
G'1/1 Gi1/2 Fa1/1_’Fa1/2 Gl L

Fal/
Controller1 -' y a1/2 L3-10.10.10.1 L3-10.10.20.1 Controller 3
L3-10.10.105 L2- EAS0.6919.5844  12- £490.6919.5841 13-10.10.205

L2 - 0000:BC10:1005 - ARP L2 - 0000:BC10:2005

Request
' ARP
Controller 2 Reply

L3-10.10.10.6 DST MAC SRC MAC
L2 - 001D:9C10:1006 0000:BC10:1005 | 001D:9C10:1006




Locally Connected - Controller 1 to Controller 2

Packet Delivery Process

Rockwell
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CIVEU dll F oY 1MTU

F/{\eF:)Ty 10.10.10. 6 updated MAC address mapping

cache

SRC IP DSTIP | TCP | APP 2

10.10.10.5 | 10.10.10.6 || HDR | DATA

Parking Lot

DST MAC SRC MAC
001D:9C10:1006 | 0000:BC10:1005

Ethernet: Take IP Packet out of parking lot,
encapsulate IP Packet into Ethernet Frame

DSTIP | SRCIP | SRCMAC DST MAC

10.10.10.6 | 10.10.10.5 | 0000:BC10:1005 | 001D:9C10:1006
Switch L2-1 L3 - 10.10.10.0/24
L2 - VLAN 10

APP | TCP
DATA | HDR

Switch L3-1 L3-10.10.20.024  gyitch [2-2

"1, | L2 - VLAN 20 -
s B
G|1/1 Git/2 Fa1/1_’Fa1/2 Gl L

L3-10.10.10.1 L3-10.10.20.1 Controller 3
L2-E490.6919.5B44 |2 - F490.6919.5B41

IP: Decapsulate
and forward to APP

_g?
‘ Fat/| ¥ Gi1/1
Controller 1 Fa1/2

L3-10.10.20.5

L3-10.10.10.5
L2 - 0000:BC10:2005

L2 - 0000:BC10:1005

and forward to

PUBLIC

Controller 2

L3-10.10.10.6
L2 -001D:9C10:1006

DSTIP
10.10.10.6

SRC IP
10.10.10.5

T0OD

ror

DST IP
10.10.10.6

SRC IP

10.10.10.5

0000:BC10:1005

SRC MAC

DST MAC
001D:9C10:1006

Copyri
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Application: Data to send
to Controller 3

Application: Forward to
Transport

Switch L2-1 L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24 Switch L2-2

= L2 - VLAN 10 L2 - VLAN 20 Puas
Faot/ T i1 4 Git/1 st Gitr2 Fa1/1 MV 1o

Controller 1 Fa1/2 L3-10.10.10.1 L3-10.10.20.1 Controller 3
L2-E490.6919.5B44 | 2-E490.6919.5B41

L3-10.10.10.5 L3-10.10.20.5
L2 - 0000:BC10:1005 L2 - 0000:BC10:2005

Controller 2

L3-10.10.10.6
L2 - 001D:9C10:1006
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Transport: Use TCP
AP L——— [ TCP: Encapsulate APP
DATA DATA into TCP Segment

TP | APP | TCP: Network, send to
HDR | DATA , 10.10.20.5

SRCIP | DSTIP | TCP | APP % IP: Encapsulate TCP

10.10.10.5 | 10.10.20.5 || HDR | DATA Segment into IP Packet

Switch L2-1 L3-10.10.10.0/24 Switch L3-1 L3-10.10.20.0/24  gyitch L2-2

:-J S L2- VLAN 10 . L2 - VLAN 20 -
5L Fa1/1_’Gi1/1 Git/1 st Gitr2 Fa1/1_’Fa1/2 Iz Il

Controller 1 L3-10.10.10.1 L3-101020 1 Controller 3
L3-10.10.105 L2- EAS0.6919.5844  12- £490.6919.5841 13-10.10.205

L2 - 0000:BC10:1005 L2 - 0000:BC10:2005

Controller 2

L3-10.10.10.6

L2 -001D:9C10:1006
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Packet Delivery Process

SRC IP
10.10.10.5

DSTIP
10.10.20.5

X -

Rockwell
Automation

subnets, use default gateway, forward to
Datatink

-

Ethernet: ARP, MAC address mapping for
10.10.10.1 is E490.6919.5B44

DST MAC
E490.6919.5B44

SRC MAC
0000:BC10:1005

SRC IP
10.10.10.5

DSTIP
10.10.20.5

TCP | APP

HDR | DATA

—

Ethernet: Encapsulate IP Packet into Ethernet
Frame

SRC MAC

DST MAC

DSTIP SRC IP

10.10.20.5

TCP
HDR

APP
DATA

0000:BC10:1005 | E490.6919.5B44

10.10.10.5
Switch L2-1 L3- 10.1Q.10.0/24
L2-VLA 10

_g?—
Fa/( sV i1 /1

Switch L3-1

Gi1/1 1I¢ Gi1/2

L3-10.10.10.1 L3-10.10.20.1
L2- E490.6919.5B44 | 2- E490.6919.5B41

L3-10.10.20.0/24
L2 - VLAN 20

Switch L2-2

=
Fa1/1 MV 1o

'—._'-'E_ig,ﬁ ECEg

Controller 3

Controller 1

L3-10.10.20.5

L3-10.10.10.5
L2 - 0000:BC10:2005

L2 - 0000:BC10:1005

Controller 2

L3-10.10.10.6
L2 -001D:9C10:1006

PUBLIC ight © 2015 Rockwell Automation, Inc. All Rights Reserved. 18
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DSTIP | SRCIP SRC MAC DST MAC Ethernet: Decapsulate Ethernet Frame, forward |P
10.10.20.5 | 10.10.10.5 | 0000:3C10:1005 | E490.6919.5B44 Packet to IP (Router)

DSTIP SRC IP
10.10.20.5 | 10.10.10.5

IP (Router): IP address is not Routers’, forward
(route) IP Packet based on routing table

IP (Router): Subnet 10.10.20.0/24 directly connected to interface Gi1/2, can
send packet directly to 10.10.20.5, forward IP Packet to Ethernet

Switch L2-1 B - \1/0|_p1\ '91.11%.0/24 Switch L3-1 Lg . 10.10_20.0/24 Switch L2-2 |
g? - L2-VLAN 20 =" = ii
R Ginye Git/1 KN Gitr2 Fat/1 ¥, 1o =]

Controller 3

B Fa1/
Controller 1 L3-10.10.10.1 L3-10.10.20.1

L3-10.10.10.5 L2-EA4906919.5844 12 - £490.6919.5841 L3-10.10.20.5

L2 - 0000:BC10:1005 Switeh | 3-1 Routina Tahle L2 - 0000:BC10:2005
Destination m Interface

Controller 2 10.10.10.0/24  Connected Gi1/1

L3-10.10.10.6 :
L2 - 001D:9C10:1006 10.10.20.0/24  Connected Gi1/2




Packet Delivery Process

SRC IP
10.10.10.5

DSTIP
10.10.20.5

TCP
HDR

APP
DATA

DST MAC
0000:BC10:2005

SRC MAC
E490.6919.5B41

SRC IP
10.10.10.5

DST IP
10.10.20.5

Switch L2-1

Controller 1

L3-10.10.10.5
L2 - 0000:BC10:1005

PUBLIC

L3-10.10.10.0/24

Rockwell
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Ethernet: Encapsulate IP Packet into Ethernet
Frame

APP
DATA

TCP
HDR

DSTIP
10.10.20.5

SRC IP
10.10.10.5

SRC MAC
E490.6919.5B41

DST MAC
0000:BC10:2005

Switch L3-1

L3-10.10.20.0/24

L2 - VLAN 10

L2-VL/ 120

L3-10.10.10.1

Gi1/1 4{'

Gi1/2
L3-10.10.2u.1

T Fay M—

L2 - E490.6919.5B44 | 2- E490.6919.5B41
IP: Decapsulate

_

Switch L2-2

—r —

Fa1/2

APP
DATA

APP | TCP
[ DATA | HDR

DSTIP

SRC IP

- and forward to APP
and forward to APP | TCP

DATA | HDR | 10.10.20.5

10.10.10.5

APP
DATA

TCP
HDR

DSTIP
10.10.20.5

SRC IP
10.10.10.5

SRC MAC

E490.6919.5B41

DST MAC
0000:BC10:2005

Decapsulate and |_

dontrolle 3

L3-10.10.20.5
L2 - 0000:BC10:2005
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