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NOVINKA - STRATIX 2500
LIGHTLY MANAGED SWITCH

5 a 8 portova verze

Podpora VLAN, SNMP, Redundance (STP, RSTP), CIP Sync (IEEE 1588)

Device Manager, Cisco Network Assistant,
Command Line interface (pouze debug)

Real-time diagnostika, detekce preruseného kabelu

Rockwell

Au iomailon Technology
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Stratix 2500 Lightly Managed Switch

» Add-on Profilee (AOP) pro konfiguraci pres Studio 5000 a FactoryTalk View Faceplate.
» Port Security — zablokovani portd, pristup koncovych zatizeni dle MAC adresy.

» Diagnostika pomaha minimalizovat vypadky. et N

» SSH a HTTPS pro bezpecné pfipojeni.

»> VLAN podpora pro segmentaci sité. "’""""'_ —
wie _ g y
» STP, RSTP a MSTP — prevence proti smyckam. =2 e

» Provozni teplota od -20°C do +60°C, kryti IP30
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Stratix 2500 Lightly Managed Switch

Stratix Switch Benefits Comparison

Stratix 2000 Stratix 2500 Stratix 5700 Stratix 5700
Unmanaged Switch | Lightly Managed Managed Switch Managed Switch
Switch Firmware Firmware

REP v v
STP, RSTP, MSTP Resiliency Protocols v v v
Motion Prioritized QoS Macro v
Flexlinks v
EtherChannel (Link Aggregation) v v
Access Control Lists, IEEE 802.1X Security v
MAC ID Port Security v v
Crypto (SSH, SNMP), HTTPS Access v v v
Port Thresholds (Storm Control) v v
Port Mirroring v v v
Integrated Device Level Ring (DLR) v * v
Network Address Translation (NAT) v ¥
Static and InterVLAN Routing v

ControlTech

Industrial Automation
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Stratix 2500 Lightly Managed Switch

Proc si vybrat Stratix 5700 namisto Stratix 2500

» Vétsi vybér poctu porti (6, 10, 18, 20), Lite Firmware a Full Firmware. Az 4 SFP porty. Az
2 GB porty. Az 4 porty s podporou PoE.

» DHCP pro automatické pfirazeni IP adresy na port koncového zafizeni.

» Interni Flash a SD karta pro snadnou zdlohu a obnoveni konfigurace.

» Podpora REP resiliency protokolu.

@

» Vybrané modely nabizi integrovany DLR,
NAT a podporu PTP.
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» Silnéjsi zabezpeceni - Access Control Lists,
IEEE 802.1x Security, Centralized
Authentication capability (RADIUS, TACACS+)
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STRATIX 5700 ARMOR

8, 16 a 24 portova verze (4-8 PoE portti)

2 GB porty navic

Ethernet konektory M12

Odolnost vuci prachu a vodé v kryti IP-67
Hardwarovy alarm

Zaloha na SD kartu

Montaz na vnéjsi cast zarizeni

Rockwell
Autfomation

Technology

IndustryNet
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STRATIX 8000/8300

Zakladni Modul Rozsirujici Modul A
(6-portd nebo 10-portd) (8-portt metalickych)

8 Extended Data Ports
10/100 Copper

Data Ports
10/100 Copper

Dual Purpose Uplink Ports
10/100/1000 Copper or SFP

IndustryNet

RozsSifujici Modul B
(8-portl oprtickych)

8 Extended Data Ports
100 Fixed Fiber

ControlTech
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STRATIX 5400

Plné gigabitova platforma - vysoky vykon

Podpora vrstvy 2 i vrstvy 3 - routing

Studio 5000® Add-on Profiles (AOPs) pro
integraci do systému Rockwell Automation
Integrated Architecture®

CISCO technologie pro integraci do
podnikové sité

Sitovy preklad adres NAT

Rockwell g%
Autfomation

Podpora konfigurace DUAL RING

Control Tech

IndustryNet Industrial Automation




STRATIX 5410

Rockwell
Automation

Technology

» Vysoky vykon — ¢tyri 10 Gigabit (GE) uplink porty a 24
Gigabitové porty

Power over Ethernet (PoE/PoE+) — podpora az pro 12 portl
Network Address Translation (NAT) — podpora az pro 8 portt
19“ rackové provedeni
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1783 NATR

Vilastnosti

» Zjednoduseni konfigurace sité pro fidici
systémy vyZadujici identické sitové
nastaveni.

» Moiznost umisténi identickych strojti a
zarizeni do sité Ethernet.

» Moinost vzdalené technické podpory a
monitoringu.

» Certifikace UL, CUL, ATEX, CE, UL Class 1 DIV
2 Hazardous

IndustryNet contrO“lQCh

Industrial Automation




SEGMENTACE SITI

LAN 10.17.10.) 2¢

STRATIX 8300

EtherNet/IP=

y4 AV

instrumentace

Segment 1
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Segment 2

Segment 3

Hvézdicova topologie
Redundantni

IndustryNet

Kruhova topologie
Resilient Ethernet Protocol

Sbérnicova topologie
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SEGMENTACE SIiTI — 1783 NATR

LAN 10.17.10.0/24

STRATIX 8300
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Segment 1

Podsit 192.168.1.0/24

Segment 2
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Segmen;f 3

IndustryNet

Podsit 192.168.1.0/24

Podsit 192.168.1.0/24
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SEGMENTACE SITI — Stratix 5700 s VLAN

STRATIX 8300

Segment 1 Segment 2 Segmen?3 I

Podsit 10.10.10.0/24 Podsit 10.10.20.0/24 Podsit 10.10.30.0/24
VLAN 10 VLAN 20 VLAN 30

ControlTech
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SEGMENTACE SITI - Stratix 5700 s VLAN a NAT

Typ segmentace | Vyhody Nevyhody

Bez segmentace * Zpocatku se jevi jako jednodussi navrhnout * Kazdé zarizeni vyzaduje jedine¢nou IP

nedoporucuje se

NAT segementace
1783 NATR

NAT segmentace
Stratix 5700

Firewall s NAT
Stratix 5900

IndustryNet

a implementovat
Pouziti redundantnich mechanizmu - Link
Resiliency

Mensi segmenty vrstvy 2 = mensi datové
zatizeni

Opakované pouzitelné IP adresy

Jasné vymezené rozdéleni datové sité

Mensi segmenty vrstvy 2 = mensi datové
zatizeni

LepSi management bezpecnostnich politik
Opakované pouzitelné IP adresy

Jasné vymezené rozdéleni datové sité

Mensi segmenty vrstvy 2 = mensi datové
zatizeni

Opakované pouzitelné IP adresy

Jasné vymezené rozdéleni datové sité
Pokrocilé bezpecnostni mechanismy

adresu
Chybi skalovatelnost pro budouci reseni
Nejasné vymezené rozdéleni datovych siti

Slozitéjsi navrh a implementace
Narocnejsi management prekladu IP adres
Bez redundantnich mechanizmu - Link
Resiliency

vvvvvv

Vevys

Bez redundantnich mechanizmu - Link
Resiliency

Slozitéjsi navrh a implementace
Narocnejsi management prekladu IP adres
Bez redundantnich mechanizm - Link
Resiliency

ControlTech
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SEGMENTACE SITI - Stratix 5700 s VLAN a NAT

Typ segmentace Vyhody Nevyhody

VLAN segmentace * Sit pfipravena pro snadné budouci *  Nutny router nebo switch vrstvy 3 pro
Stratix 5700 rozsireni smeérovani dat mezi VLANy
* Mensi segmenty vrstvy 2 = mensi datové ¢  Kazdé zafizeni vyzaduje unikatni adresu
zatizeni, * Nejasné vymezené rozdéleni datovych siti
* LepSi management bezpecnostnich
politik

e Pouziti redundantnich mechanizmu -
Link Resiliency

VLAN segmentace s NAT ¢ Sit pfipravena pro snadné budouci * Nutny router nebo switch vrstvy 3 pro
Stratix 5700 rozSireni smérovani dat mezi VLANy
* Mensi segmenty vrstvy 2 - mensi datové ¢ SlozitéjSi navrh a implementace
zatizeni * Nejasné vymezené rozdéleni datovych siti
* LepSi management bezpecnostnich
politik
* Opakované pouzitelné IP adresy a
podsité

*  Pouziti redundantnich mechanizm -
Link Resiliency

ControlTech

IndustryNet Industrial Automation



INDUSTRIAL DATA COMMUNICATION

BEZPECNOST
ETHERNETOVYCH
SITI

Control Tech

IndustryNet



STRATIX 5900

* Routrovani a bezpecnostni sluzby - vrstvy 2 nebo vrstvy 3
— Router + Firewall
— Virtual Private Network (VPN)
— Network Address Translation (NAT)
— 1GE WAN, 4 FE LAN, 1 Serial Port

* Cisco technologie (10S)

* Odolny viici teplotnim rozsahtim,

pramyslovému prostiedi,

T R A I — M i A

vibracim, naraziim

810ARA

‘ R ik

e  Montaz na DIN listu

Control Tech

IndustryNet Industrial Automation




STRATIX 5950

4 porty - 2x metalika + volitelné 2x optika nebo metalika
Vsechny porty 1 GB

Cisco ASA a FirePOWER

Podpora routovani

Network Address Translation (NAT)

Bezpecnost - Access Control Lists, IEEE 802.1x Security, VPN-IPsec, Centralni autentikace
(RADIUS, TACAS+)

— ControlTech
yNet

Industrial Automation




STRATIX 5950

STARTIX 5950 muzZe pracovat ve tfech reZimech. V transparentnim reZimu je prioritou
aktivni ochrana sité. Routovaci rezim kombinuje transparentni rezim s funkci routovani.
Pasivni rezim slouzi pouze k monitorovani a pouziva se v systémech kde je
upfednostiiovana nepretrzita konektivita pred aktivni sitovou ochranou.

Control Tech

Industrial Automation
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STRATIX 5950

=l
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Core lIc
Switches
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Distribution : Pasivhi
Switch e T asivni

rezim

Industrial
Ethernet
Switch
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BEZPECNOST ETHERNETOVYCH SITI

Deploying Industrial
Firewalls within a
Converged Plantwide
Ethernet Architecture

Design and Implementatiton Guide

http://literature.rockwellautomation.com/idc/grou
ps/literature/documents/td/enet-td002_-en-p.pdf

IndustryNet

afar]n,
CIsCO

g Deploying Industrial
et ol [irewalls within a
@ Converged Plantwide

Rochwell
Automation

Ethernet Architecture

Design and Implementation Guide

Y [ [ "
CISCO 3
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CONTROLTECH NABIzi

» Bezplatné vypracovani ndavrhu sité ve spolupraci s
inZenyry ROCKWELL, PROSOFT a SATEL ...

» Zapujceni radiomodemu PROSOFT a SATEL i
vybranych switcht Rockwell k vyzkouseni ve Vasi
kancelari i testovani na misté aplikace ...

» Prezentace nabizenych produktli a feSeni u Vas nebo
u Vasich zakaznika ...

» Kazdorocné poradané seminare INDUSTRIAL DATA
COMMUNICATION ...

ControlTech

Ind ustryNet Industrial Automation



INDUSTRIAL DATA COMMUNICATION TOUR 2017

10. rocnik seminaru
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DNY NOVE TECHNIKY — DATA COMMUNICATION TOUR 2017

7.—8.—9.11. 2017

SLOVENSKO
MORAVA
CECHY

Nezavazné se prihlaste jiz
DNES

Rockwell
Automation

Seminare uskutecnime co
nejblize k Vam.

LE5

ControlTech

Ind ustryNet Industrial Automation




DATA COMMUNICATION TOUR

o= Seminare Industrial Data Communication

Pfihléska na semindf INDUSTRIAL DATA COMMUNICATION 2016

INDUSTRIAL DATA COMMUNICATION 2016
INDUSTRIAL DATA COMMUNICATION 2015
INDUSTRIAL DATA COMMUNICATION 2014
INDUSTRIAL DATA COMMUNICATION 2013
INDUSTRIAL DATA COMMUNICATION 2012 J
INDUSTRIAL DATA COMMUNICATION 2011 ProSoft Technology
INDUSTRIAL DATA COMMUNICATION - Wireless Tour 2010

INDUSTRIAL DATA COMMUNICATION - Wireless Tour 2009
INDUSTRIAL DATA COMMUNICATION - Wireless Tour 2008

PROSOFT

IndustryNet

INDUSTRIAL DATA COMMUNICATION TOUR 2016

e

= SATEL

MISSION-CRITICAL CONNECTIVITY

ROCKWELL

ContraTech

Ireduiry:

SATEL

Industrial Automation



DATA COMMUNICATION TOUR

LISTEN.
THINK.
SOLVE:

Building a Highly Available Network

@ PUBLIC

Rockwell
@ Allen-Bradiey - Rockwell Sottware AAUITOMation

Copynight ® 2018 Rockwell Automation, Inc. All Rights Reserved.

Control Tech

IndustryNet Industrial Automation




DATA COMMUNICATION TOUR

= Can anyone in here build a network with 100% uptime?

. ControITech

IndustryNet Industrial Automation




DATA COMMUNICATION TOUR
Points of Failure Ao

mght @ 2016 Rock hts R

IndustryNet Industrial Automation




DATA COMMUNICATION TOUR

Rockwell

Points of Failure Automation

Okolo dvou tretin
vSech selhani siti
je zpuisobeno
sitovymi
komponenty!

Application programs

Session Network operating
system

Transport

Network
Network components
Data Link

Physical

Source: Datacom, Network Management Special

Copynght ® 2016 Rockwell Automation, Inc. All Rights Reserved. 14

ControlTech
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DATA COMMUNICATION TOUR
Network Availability Automation

The first step to having a network that has high availability and is resilientis to
determine the network's required availability.

Network Availability | Downtime per year | Downtime per Week

87.6 hours 101 minutes
8.8 hours 10 minutes
52.6 minutes 1 minute
5.3 minutes 6 seconds

The network availability should meet or exceed the control system availability.

Copynight ® 2018 Rockwell Automation, Inc. All Rights Reserved.

Control Tech
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DATA COMMUNICATION TOUR
Requirements Gathering Automation

Key considerations for high availability include:
= Topology

= Redundant Star

= Ring
= Advanced network resiliency techniques

= Switches redundancy
= Stackwise
- HSRP
= VSS
= Link aggregation
= EtherChannel
= FlexLinks

Copynight ® 2018 Rockwell Automation, Inc. All Rights Reserved.

Control Tech
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DATA COMMUNICATION TOUR

Selection is Application Driven Rockwell

Layer 2 Resiliency Protocols and Redundant Path Topologies ARESon

Network Network Network

Resiliency i : Redundant
Protocol Ri Star 009\5%9:‘208 Conyeagenoe Cque;sr;:‘a:ce Layer3 Layer2

STP(802.1D)

RSTP(802.1w)

MSTP(802.1s) 4—+Process and Information

rPVST+
REP
EtherChannel 1‘-] Time Critical
(LACP 802.3 ad)
FlexLinks X
DLR g
(EC & ODVA) 4—|-Loss Critixal
Virtual Switching System
(VSS)

StackWise

Horizontal Stacking

Copynght ® 2016 Rockwell Automation, Inc. All Rights Reserved. 42

ControlTech
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DATA COMMUNICATION TOUR

Rockwell

Accidental Topology Changes Automation

How do topology changes accidentally occur?

PUBLIC Copyrnight © 2016 Rockwell Automation, Inc. All Rights Reserved. 16

ControlTech
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DATA COMMUNICATION TOUR

MISSION-CRITICAL
COMMUNICATIONS
SOLUTION

o {2 d, NN
. L‘ <N ControlTech
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DATA COMMUNICATION TOUR

(SwarT RADlomobEms | MODULARNI RADIOMODEMY

Radiomodul / centrdlni jednotka
Frekvence 320 ... 520 MHz
Ethernet — VLAN, QoS, Firewall,
redundantni routing ...

Network Managament System

Control Tech
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DATA COMMUNICATION TOUR

Device or
the path fails

Control Tech

IndustryNet Industrial Automation




TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

DEKUJI VAM ZA POZORNOST
HEZKY DEN
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Pavel Vladyka

Produktovy manazer IndustryNet
Tridvorska 1402, 280 02 Kolin
_q -, Mobil: +420 607 170 914
=L .' -|'|_| Tel.: +420 321 742 036
e-mail: pvladyka@controltech.cz

Eﬁ:ﬁq 'I.l' http://industrynet.controltech.cz
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