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( SMART RADIO MODEMS | [ CLASSIC RADIO MODEMS ) [ RADIO MODEM MODULES |

SATELLINE-Compoct Fro

J
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 SATEL-GW
- cellular
routers
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Dual SIM SATEL-GW120

Verze bez WiFi
SATEL-GW100

2.4 GHz WiFi (802.11bgn)
Dual Ethernet (10/100Mbps)
IPSec VPN

GPS prijimac

Management a monitoring

J
MAIN AUX

12V 0.5A

Control ech

Industrial Automation

114x114x38mm /450 g

IndustryNet
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Pokrogilé routrovani SATEL-GW120
BGPv4, OSPF e RIP (vl av2) e Verze bez WiFi
IPSec/L2TP/GRE * DMVPN ¢ SNMP SATEL-GW100

vl/v2/v3 e TLS 1.2 » 802.1x autentikace
e |[EC104 e Firewall  IPv4 a IPv6 ¢ DHCP
server/client ®« DynDNS e NAT o NAT
Traversal ¢ NTP Client e VLAN e Packet
filtering ® Port forwarding

Zabezpeceni

e |[KE verze 2 » X.509 cert. ¢ Elliptic
Curve Cryptography (ECC) e e —
SHA2 512 support ® AES_CBC (256),

3DES and DES e PFS e SCEP

DH_8192

Certifikace

e EN60950 safety approval
e EN55022 and EN55024 EMC ¢ EN 300 328 V1.9.1 ¢ |[EC 61850-3

12V 0.5A

ControlTech

IndustryNet Industrial Automation
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Dual SIM

OQUTPUT N/C
OUTPUT COM
OUTPUT N/O

4x Ethernet (10/100Mbps)

sv1 — |

svo — |
INPUT 1- . ?
INPUT 1+
INPUT 0- 5
INPUT 0+

RS-232 a RS-485 serial porty

2x Dig. vstup pro detekci udalosti
a relé kontakty (30V DC 1A)

IPSec VPN

Centralizovany
Management a monitoring

Cont Tech

Industrial Automation

IndustryNet
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SCADA

Podpora konverze mezi IEC104 SCADA master
a IEC101/DNP3/Modbus RTUs (serial i TCP)

w G T

10— SERIAL—1
OUTPUT NIC
OUTPUT COM
OUTPUT N/O

Terminal server
Serial RS232, RS485 na TCP/IP nebo UDP/IP

Napéjenl' 9V - 60V DC e
INPUT 0- ]

INPUT 0+

Provozni teplota -30°C az 70°C

40 x 115x 160 mm /500 g

SATELXPr=

Mission-Critical Connectivity

Control Tech

Industrial Automation

IndustryNet
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SATELXPr=

Mission-Critical Connectivity

Conn

ETHERNET

SATEL m A — ETHERNET — B

P —

—_—
5 : “ ETHERNET
GPS MAIN AUX - - =

12V 0.5A

o (Control Tech

Industrial Automation
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IndustryNet
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Sit mobilniho operatora Sit SATEL
Rychla implementace Spolehlivost
Vyssi datova propustnost Predvidatelnost
Levné zarizeni Bezpecnost

SATEL

IndustryNet

Control Tech

Industrial Automation
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320-365 320-365*
360-405 360-405*
400-445 400-445
R ) 440-485 440-485*
F ' 480-520 480-520%
8 45 MHz
6
€ 12,5 kHz / 25 kHz / 150 kHz 6.25 kHz [ 12.5 kHz [ 25 kHz
0
0 19.2 kbps @ 12.5 kHz 281 kbps @6.25 kHz (64QAM)
i 38.4 kbs @ 25 kHz (16FSK) 60.5 kbps @ 12.5 kHz (64QAM)
@ 230 kbps @150 kHz (16FSK) 121 kbps @ 25 kHz (64QAM)
Max.coded.
179 W /28 W 193W /42 W 14.4W/38W 158 W /52 W
199 W /48 W 16.4W /58 W

Long SATEL Bridge
range VLAN NMS mode
Protocol IEC-104/101, DNP3, 0.1-5wW Interop- Serial Cyber UHE

conversions Modbus TCP/RTU Firewall TX-power erability over IP security n t lT h

IndustryNet Industrial Automation
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HIGH AVAILABILITY WITH
FIBER

Master device or
the path fails

SATEL

IndustryNet

ControlTech

Industrial Automation
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ProSoft

ICX35-HWC
4G LTE Industrial Cellular Gateway

N e
i* % A4G/LTE technologie (GSM, GPRS, EDGE)
< Ethernetova a Sériova komunikace

% Moznost zasilani SMS zprav

% Integrovana podpora pro OpenVPN a IPSec

% ProSoft Connect

ControlTech

Industrial Automation

IndustryNet
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% Zabezpecené VPN pripojeni pres internet a linky mobilnich
operatoru

% Soucasnd komunikace Ethernetového i sériového portu (Modbus a
DF1 encapsulation)

Control Room 3G/4G Remote Site
Cellular Network
_ _ PLC
Engineering =
Workstation Internet | |
or SCADA
= 3G/4G
SRt e e -] @ Cellular
Plant ! "] Gateway J
Network -
Firewall

ControlTech

Industrial Automation

IndustryNet
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Srovnani VPN
< \lysoce bezpecny. % Slozitéjsi nastaveni.
Vysoce konfigurovatelny. < \lyzaduje software tretich
ibilni s rGznvmi stran.
@PENVPN' VK.ompat!bl!nl S ru.znyml ’ o
Sifrovacimi algoritmy. % Podpora pro stolni pocitace
Schopnost obejit vétéinu je skvéla, avSak zaostava na
firewallc. mobilnich zafizenich.
IPSEC % Snadné nastaveni. % Pomalejsi nez OpenVPN.
% Typicky povazovano za %  M0U0Ze byt problematické,
bezpecné. pokud jsou pouzity s
modernich pristrojich a % Je pravdépodobné, ze NSA
operacnich systémech. zamérneé oslabila protokol.
Zdroj: http://cs.vpnmentor.com controlTech
—

IndustryNet Industrial Automation
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VPN and Remote Access => LAN to LAN
Profile Index : 1
4. GRE over IPSec Settings .
;,., 1. Common Settings
Profile Index : 1 < Enable IPSec Dlal;‘OUt functqon GRE-gveriPy

\ —— i i 1 - " —_
1. Common Settings O [Bmffc My GRE’\P |192 TR Profile Mame Wan-2 Call Direction O pothf®™® Dial-out O Bial-In

—— ; &l
Wl 5. TCP/IP Network Settings Enable this profile > [0 atways on

,,,,,, = Idle Timeout

My WAN IP [0.0.0.0 . _
= ‘ = VRN Connection Through: | WANZ Only » [ Enable PING to keep alive
\

Remote Gateway IP

Profile lams

Enable this profile

VPN Conneetien Through: ’*Lﬁhﬁ?: Metbins Maming Packet ®Pass OBlock PING to the IP | |
Remote Network IP " |172.17.1.0 N ) )
Methios Maming Packet / ‘:‘ rMulticast wia ¥PN OpPass ®Block
Multicast via YPM Remote Network Mcf’Sk Lm )| {for some IGMP,IP-Camera,DHCP Relay..etc.)
{for same IGMP,IP-Camera| | L9 4. GRE aver IPSec Settings
2. Dial-Out Settings Log . Enable IP\Sec Dial-Out function GRE overlRSec —— S TIRRALY Bak bps v
e e Ti————— = / r m
Type of Server | am calling O Loglcal Traffic My GRE\IP LIQZ 168. 6. 2 }4/"7! Peer GRE IP |192. 168. 6. 1 st ‘ |??? |

—

O 15DM 5. TCP/IP Network Settings |:|

© PRIE My WAN IP [0. 0. 0. ' RIP Direction Disable v _

® | : TR tion PAP/CHAP »
Remote Gateway IP (0. 0.1 From first subnet to remote network, you have to

O L2TPWIth IPSec Policy ® on O off

e ———— do e
Remote Network IP/ 172.17. 1.0 H\\ e N

Dial Number for ISON or Remote NetWOl’,< Masg General Setup
Server IP/Host Mame for WPM, \ .
(such as 5551234, draytek.com o Local Network IR\ Status @ Enabl Disable
4. GRE over IPSec Settings
[J Enable IPSec Dial-Out functloo \E O ver Iﬁg ec ;:‘:w /w” - _f:‘*;\ 1?2.1?._1:@'# V|
[0 Logical Traffic My GRE Ip ]192 168. 5. 1 y Peer GRE.IP [192. 168.5. 2 A/b 172171 v |
5. TCP/IP Network Settings

My WAN IP 0.0.0.0 'i RIP Direction [Disable ¥

Remote Gateway IP 0.0.0.0 j dFrom first subnet to remote network, you have to |fdit

—— o
Remote Netv«o P 0.1.1.0 s —
vor 'T I ‘Route v IPSec Security Method
Remote Networ‘k\Mask L‘iS 255, 2539”77>_L_,,~f O Medium{aH)
W Change default route to this VPN tunnel { Only P)'DES without Authentication "|
single WAN supports this ) AT

ntrolTec

IndustryNet Industrial Automation
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Machine to Machine M2M

% M2M je obousmerny bezdratovy prenos
dat mezi zarizenimi, rFidicimi systémy a
aplikacemi, ke kterym maji pristup
opravneéni koncovi uzivatelé.

% Ridici systémy a aplikace komunikujise
zaFizenimi zcela automaticky podle “FH
urcenych pravidel.

O -+ T - -Mobile- 6,/
2 vodafone
ControlTech

IndustryNet Industrial Automation
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Cell Carrier

002 Posoft o
S CONNECT  rn. 1 -

Remote PC Address

2 Cellular
ier® Gateway
arer 192.168.0.250

.’ ‘ ‘\. 1921680050
Servery E
.'. USA TR o
Frankfu rt 192.168.0.30
1 PAC/PLC
Firewall SI nga po re 192.168.0.20
: Sydney
," Sao Paulo |
_ | .
10.12.1.103 : ay
# H 11
PLC
Indu StryNet Industrial Automation
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%+ BEZ NUTNOSTI PORIZENI STATICKE, VEREJNE IP ADRESY.
<+ KONFIGURACE GSM ROUTERU ULOZENA NA CLOUDU.

ZDARMA

¢ CENA PROSOFT CONNECT SECURE REMOTE ACCESS?

Control Tech

Industrial Automation

IndustryNet



e Sl % https://www.prosoftio/webclient/

°:E:° ProSoft Connect

DNY NOVE TECHNIKY

Gateways

as
L)
GATEWAYS

@ RTL-ICX35

RCEINIAY 02:42:ac:11:00:52 [ ProSoft ICX35-

HWC

| o

ALERTS

(2]

SUPPORT

ACCOUNT

IndustryNet

CELLULAR GATEWAYS ()

SupportEMEA
00:0d:8d:a6:00:41 [ ProSoft ICK35-
HWC

Offline

Powerad by ProSoft Technology

Sortby: Name ¥ Filter: ShowAll ™

icx35psftemea2

00:0d:8d:a6:00:43 |/ ProSoft ICX35-
HWC

@ Activate a Gateway

Search

Control Tech

Industrial Automation



GATEWAYS

=

O)

ACTIVITY

ALERTS

o

SUPPORT

ACCOUNT

IndustryNet

w.prosoft.io

webc

DNY NOVE TECHNIKY

% ProSoft Connect

Canada

United States

Méxica
Mexico

Venezuela
Colombia

{ Brasil
Peru-q_ Brazil
Peru

Bolivia

Chile

Kalaallit
Nunaat
Greenland

y
Suomi

5 Finland

Island

e i
Norge
Norway

United
Kingdom

Deutschland ' y;""."’" ‘Kasaxcran
Germany. kraine Kazakhstan
Espafia. i y

Spain \

Franc:

Turklye
Turkey

3l i las]

L han winl Afghanistan
3 A0 Iran L oBusy
Algeria Libya e Pakistan

Saudi Arabia India

Mali | Niger | |5 | Zosaadl

Tched Sudan
igeria Chad ATPRE

Ethiopia

Kenya

Tanzania
Angola

Namibla Madagasikara
SO h Botswana Madagascar
South
Atlantic

n

South Africa

Pocenn
Russia

Monron
Yne
Mongolia

PE
China

tizimalno
Thailand

© Activate a Gateway

Filter: Show All

v

HE
43112 Japan
South Korea

Indonesia

Papua New
uinea

Australia

Podminky pouziti =~ Nahlasit chybu v mapé

ControlTech

Industrial Automation
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e Bl < https://www.prosoftio/webclient/Zalert < ProSoft Connect

GATEWAYS

Gateway Name Serial Number Description

N Conversations
SupportEMEA 00:0d:8d:26:00:41 Gateway connection was lost with ProSoft Connect

RTL-1CX35 02:42:ac:11:00:52 Gateway connection was lost

Hi Pavel, ProSoft Connect Just got bette...

Welcome to ProSoft Connect Letus k...

ACTIVITY Connect 15,

»

ALERTS

(2]

SUPPORT

ACCOUNT

Powered by ProSoft Technology

ControlTech

IndustryNet Industrial Automation
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Network Bridge PLX35-NB2 e |

' PLX35-NB2 I
l I
|
o 196.168.0.251 O Access l E
Pl"O. SOﬂ R PC ‘

.:\‘ ?(. (/e\rggrteess | ‘ |

®- CO N N ECT IT Network ( '

7T :
Fss a : PAC/PLC
\ 192.168.0.20

IT
DMZ/Firewall

“ o I
Internet No Access Q E

i brivé
Remote u 192.168.0.50

Access HMI
192.168.0.30

Equipment

Plant Automation Network

m °©

Headquarters
10.1.10.110

ControlTech

IndustryNet Industrial Automation



AN-X2-AB-DHRIO

s DH+ firmwarem

Remote I/0
ControlLogix® R W
SEHEE i E R
AN-X2-AB-DHRIO . W
EtherNet/IP g AB Remote /O °°1°[°[°]°[°[°
Blue Hose L
5
AN-X2-AB-DHRIO
ABRemotel/O @ m  EtherNet/IP
Blue Hose
PowerFlex Drive

AN-X2-AB-DHRIO
ABRemote /O EtherNet/IP
Blue Hose
i PanelView Plus 6

e EEEEEEE AN-X2-AB-DHRIO '

% lololololololole AB Remote I/O EtherNet/IP

il
|

Engineering Terminal R !. i g
—

AN-X2-AB-DHRIO

EtherNet/IP g DH+
N

25

Control Tech

Industrial Automation

IndustryNet



RESENI SYSTEMOVE MIGRACE

EtherNet/IP PAC

ProSoft Technology nabizi kompletni migracni
reSeni pro Rockwell Automation.

-1 [ BE REERER

EEFHHRHES
| IRl
Suwa

.:£:~ Postu pn é mlgr ace % PROVOX® Control Bus VO | Fisher PROVOX Control VO
£
RN ~ ry wam " [ ell® o & H 1 .
% Prodlouzeni zivotnosti Bl | e RO m Hﬁ
) Honéyw;l IPC6201/0
Genius I/O Bus
. . . = 0 = . :
v" Propojeni Allen-Bradley Programmable Automation = u
v v/ , v GE Genius Gatewa I
Controller (PAC) pres EtherNet/IP na I/O zatizeni starsich ’ E E
siti - sniZeni rizika vypadka. Genius /0 Blocks
»lr)
vy . ;s v . e e e m TiRemote/0 Ml ’
v' Umoiznuje postupny pristup zaloZzeny na migraci stavajicich — a“" |l
theriNe to E 3
SyStémﬁ Fizenll. TI500/505 Gateway Texa; :gs’tqgictents
v Monitorovaci reZzim umozriuje testovani a ovéfovani logiky - R e EHHEHBEH
v v e o . s o EtherNet/IP to L L L L L L L
PAC, coz? snizuje riziko ztraty v disledku chyb programu Modicon 5908 Gateway Modicon RIO Drop

v" Automaticka konfigurace vytvafi I/O tagy pro PAC, zkracuje
cas integrace a minimalizuje riziko chyb v konfiguraci

Blue Hose
AB Remote /O

EtherNet/IP to
AB Remote I/0

ControlTech

Industrial Automation

IndustryNet



DH+ migration / Life cycle extension

AN-X2-AB-DHRIO s DH+ firmwarem

* 1 hardware - 5 firmware AN-X2 Configuration
Serial Number: 1a000922
MAC Address: 00:0C:1A:00:09:22
e Vybér dle typu firmware e
o DH+ ¢> EtherNet/IP ilr;j-t.:'?|:—||:::|5tna|T|-:—:: AnxAb-HMI
— RIO scanner <> EtherNet/IP Do P e
— RIO HMI < EtherNet/IP Sae . —
— RIO Drives <> EtherNet/IP AN X2 AB DR

AN-X2-AB-SCAN

— RIO Ghost mode < EtherNet/IP

* Vsechny firmwary v jednom zafrizeni

- ControlTech

Industrial Automation

IndustryNet



DH+ migration / Life cycle extension

AN-X2-AB-DHRIO s DH+ firmwarem

- AN-X2-AB-DHRIO dokaze nahradit:
% 1756-DHRIO + EtherNet/IP card
% 1784-PKTX, 1784-PKTXD
% 1784-KTX, 1784-KT ....

% 1784-U2DHP
% 1784-PCMK

% Kompatibilni se starsimi verzemi RSLinx

% Kompatibilni se vsemi verzemi Windows XP, Vista, 7, 8

% Gateway nevyzaduje zadné drivery nebo zmény systému
% Zadny dalsi software pro konfiguraci gateway

ControlTech

IndustryNet Industrial Automation

28
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Nahrada za1761-NET-ENI

Rockwell
Automation
PLX51-DF1-ENI

PLX51-DF1-ENI poskytuje EtherNet/IP konektivitu pro SLC™
500, CompactlLogix™, MicroLogix™ a radu dalSich DF1™
zafizeni. Modul mlZe byt pouZity pro messaging mezi
kontroléry, upload a download PLC programi, modernizaci
HMI nebo migraci Honeywell systému.

Konektor RJ45 Prenosova rychlost

ARP max 20 1200, 2400, 4800, 9600,

TCP max 20 19200, 38400, 57600, 115200
CIP max 10 Pouzdro Plastové, IP20
Komunikacni rychlost 10/100Mbps Rozméry 101 x22,5x120 mm

Duplex  Full / Half / Auto-Negotiate ~ Napdjeni 10 to 28 VDC
Protokol DF1 Full Duplex, DF1 Half Teplotni rozsah -20°C az 70°C
Duplex, DF1 Radio Modem

Control Tech

IndustryNet Industrial Automation
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DF1 to EtherNet/IP Nahrada za1761-NET-ENI

- Rockwell
DF1 EtherNet/IP™ | = -
; I ‘ l ‘ ' ‘ ‘ ‘ I Automation

() ControlLogix®

Messaging Between Controllers

. <. < = pRr EtherNet/IP™ ' *
EtherNet/IP™ , \
M \

EtherNet/IP to DF1

DF1

) | ny MicroLogix™ ;
. : e gix ControlLogix®
MicroLogix™ () g
Wireless
DF1 PanelView Modernization
m DF1 I EtherNet/IP"‘l ' l EtherNet/IP™ -
Radios -
SLC™ Jerian)
DF1 Radio Modem
T EEa e
il DF1 DF1 EtherNet/IP™ J ’ II [
E ?ﬁ—ﬂ e
SCADA/ - an Wl
Control Room Lﬁfﬁi rl;:';e CompactLogix™

Honeywell® DCS

ControlLogix®

Control Tech

IndustryNet Industrial Automation
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PLX32-EIP-MBTCPA-UA

Komunikacni brana EtherNet/IP - Modbus TCP/IP - OPC UA Server
umoziuje vysokorychlostni tfismérovy prenos dat mezi EtherNet/IP PAC a
zarizenim Modbus TCP/IP, i spojeni na OPC UA Server.

S R — — -

55 =

Other Clients

o ;
A

MES

EtherNet/IP™
HMI Client Devices

Z0PC|UA

Modbus® TCP/IP SCADA/HMI

Devices aowclua - | -

y /-
= !

Etheri‘et/IP #Modbus

ControlTech

IndustryNet Industrial Automation

Plant Business System Client

I

SCADA Client

Factory Floor




TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

WHERE AUTOMATION CONNECTS

185+ Plug-In reseni pro Rockwell Automation

40+ reseni bezdratové komunikace

PROFIBUS A¥n-ackor emi=l® pagT
WREL153 & incsfil | Eberne
vodbus pivs Mlodbus
1= 2 5 IEC 60870-103 186 NP3

=% WIRELESS

- Industrial Ethernet EtherNetiP
Modbus TCP BACnet MetasysN2

5 - %, PROFIBUS
& &
S 5 *%%* IEC60870-104

Modbus Plus ASCIl IEC 60870-103
= “1EC 61850

EtherNet/IP.2.0ART

Rockwell
Automation

Encompass-
Product Partner

‘ Global

ProSoft

TECHNOLOGY

ProSoft” [l°roSoft

oSoft loSoft |

IndustryNet

ControlTech

Industrial Automation




TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

http://www.prosoft-technology.com/

http://psft.com

PRODUCTS

Remote Access I Rockwell Automation In-chassis

Gateways

Product Sel 137 Search Results

Filter by Protocol 1

Select one v |

A-B Remote 1/0 (12)
ASCII Senal (9)
BACnet (5)
C Programmable Senal (1
C-Link Local Station & Intelligent Device (2
DCSNet (1)
DF1 Master/Slave (15)
DF1 Senal Port Expander Gateway (1)

herNetIP to Texas
Instrumen
ANX.TI

] DNP 3.0 Master (5
DNP 3.0 Slave (6) o
DNP 3.0 over Ethemet (5
Data Highway Plus (DH+) (1
DeviceNet (2)
EtherNet/IP (46)
GE Ethemet Global Data (2)
GE Genius (1)
Gareco (2)
|| HART Analog (4

Master
5202-DFNT-MCM4

English | Deutsch | Espand

L B E—

Gateways I

EtherNet/IP to PROFIBUS

0 Modbus
Master/S
5201-DFNT-MCM

PRODUCTS | SERVICES & SUPPORT | NEWS & EVENTS | W

Industrial

EtherNet/IP to
sl
5205-DF|

EtherNet/IP t

|| HART Analog (2)

S Ll REY f Rk

PRODUCTS | SERVICES & SUPPORT | NEWS & EVENTS | WHERE TO BUY | ABOUT US

Gateways Industrial Wireless ” ProSoft Software

Gateways

46 Search Results

Product Selector

Filter by Protocol 1

EtherNet/IP (46) v _
Filter by Protocol 2 a

Select one v

A-B Remote /O (2

enal (2) nerNet/IP to Texas EtherNet/IP to PROFIBUS EtherNeV/IP to PROFIBUS DP
BACnet (2) Instrumen DPVI M Sla
CC-Link Local Station & Intelligent Device (1) ANXTI 5204 DFNT-PDPMV1 5205-DFNT-PDPS
DCSNet (1)
DF1 Master/Slave (2
DH-485 (1

DNP 3.0 Master (1)

DNP 3.0 Slave (1)

DNP 3.0 over Ethemet (1
Data Highway Plus (DH+) (1)
GE Ethemet Global Data (1
GE Genius (1)

Gareco (2)

erNevIP to Modbus

Master/S
1202-DFNT-MCM4

EtherNet/IP to Modbus EtherNet/IP to IEC 60870-5-
Master/S 104

HART l-!_u!h—d'op (1 5201.DFNT-MCM 5201-DFNT-104S

0 Client (2)
104 Chient (1
104 Server (1 -

104

5201-DFNT-104S

: Vice nez 160 protokolovych bran

ControlTech

Industrial Automation
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TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

ElNerNevir 10 Mmoanus >eriai 4 rort
Printe Friendly
PLX31-EIP-MBS4 =o) Page

A S L 1TAMeaR

PRODUCTS | SERVICES & SUPPORT | NEWS & EVENTS | WHERE TO BUY | ABOUTUS

Distributor

Downloads

tasheet Last Modified 10
mily FAQ

sateways > EtherNetP to Modbu

EtherNet/IP to Modbus Serial 4 Port R o
rinter Friendh %
PLX31-EIP-MBS4 Q oo ' : Suder

»

)\ >

/'\' J e Architecture eatures and Beneft Jaraware Jownioad t0cols ertifcations
%=

Videos

Setup Tutorial for the EtherNet/IP to Modbus Serial
Gateway

rial for the
to Modbus
ay

eatures and Benefits Hardware )0

Features and Benefits Understanding Client, Server & /O Messaging for

Ethernet Networks

« 400 rd database
« Muttiple /O Connections
« Status data
Node Health
10/100 Mb
Data Analyzer for Moc

TRAINING _Prosoft

ization in
' dules and

.

Crossover Detection

s Serial Network

ControlTe

Industrial Automation
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English | Deutseh | Espancl | Portu

a4 O Al s @ Vice nez 185 Plug-In feSeni pro
‘ PRODUCTS | SERVICES & SUPPORT | NEWS & EVENTS | WHERE TO BUY | ABOUT US ROCkweu Automation

Remote Access Rockwell Automation In-chassis Schneider Electric In-chassis “ Gateways I{ Industrial

Rockwell Automation In-chassis > PROFIBUS DP-V1

ter Network Interface Module for CompactLogix

Rockwell Automation In-chassis

PROFIBUS DP-V1 Master Network Interface Module for

CompactLogix
Product Selector —— MVI69-PDPMVA
Lol |
Filter by Platform
Active Mature Product is fully supported, but a newer product or family exists

Select one v ‘;" v applications use the ILX69-PBM
Filter by Protocol or ’ . - e ' t v

nction .- ster module Is a 'pu.'.r:!'u communication interface for
F,u = : vell Automation® CompactLogix / Micr Ix® processors. Developed under
Select one ¥ COMPACTLOGIX CONTROLLOGIX FLEX 110 v Il Automation, the module Incorporates proprietary backplane
Select one.. : technology that enables powerful data exchange with CompactLogix / MicroLogix
Custom Programmable (9) pre ors
APACS 110 (1)

The module supports complete Mz
Acyclic parameter data can be transferred v
asily communicate wi
/1 protocol

rding to IEC

V1 services
slave devices supporting

(Ethemet) (3) —
SCIl (Senal) (5) 7 e
— BACnet (1) L
BASIC (1) i
Bnistol Babcock (1) it
Building Automation Protocols (1 1}
C Programmable (1) e

DF1 Master/Slave (4)

DNP 3.0 Master/Slave (5) PLC POINT 11O SLC
DNP over Ethemet (4)

EtherNet/IP (3)

= Architectures Hardware Downloads Videos Certifications
FA Control Network (2)
Fisher PROVOX (1)
GE Ethemet Global Data (2) Archi
rchitectures
HART Muiti-drop (3)

well IPC-620 (1)
-5-101 Master (2 v

= N Need Tech =
- Support? S L

Click on image(s) to enlarge
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DNY NOVE TECHNIKY

PRUMYSLOVA WiFi

802.11n (abgn) Fast Industrial Hotspots
802.11n (abgn) Fast Watertight Industrial Hotspots
802.11g and 802.11a High-Power Industrial Hotspots

COntroI Teeh

IndustryNet Industrial Automation



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

802.11abgn Fast Industrial Hotspot g

% Vysokorychlostni technologie 802.11n
% Channel Bonding & MIMO Antenna (2 streams)
< Az 300 Mbps RF data rate
% 2.4 GHz nebo 5 GHz pasmo — véetné DFS kanall

% Optimalizovano pro Ethernet 10 &
Producer/Consumer systems

% AZ 4,000 pakett/sec — velmi rychlé obnovovaci frekvence

# |GMP snooping / filtrovani paket( /\
Stream 1

L 40MHz |

B J L J .
r 20MHz 'I |‘ 20MHz 'I Multiple Data Streams (MIMO) !

ControlTech

IndustryNet Industrial Automation
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TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

% Rychly Roaming mezi Access Pointy

:’__\, )

g T
Y — gy ¥
- ]

RaBR
—t

automatické voziky

ControlTech
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TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

Navrzeno do extrémnich podminek

7
>0
*~e e
0.0

Rozsirené provozni teploty
% 0d-40°C do+75°C
Vysoka odolnost vici naraztim a vibracim

ProSoft

Radiolinx

7
>0
*~e e
0.0

7
>0
*~e e
0.0

Certifikovano do nebezpecného prostredi
<+ Class 1, Division 2
% ATEX Zone 2 e

Moznosti primyslového napajeni Rt
% 12/24 VDC
< Power over Ethernet (PoE)

7
>0
*~e e
0.0

. ControlTech

IndustryNet Industrial Automation
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Construction

ControlTech
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TECHNOLOGY

Bezdratovy pirenos I/O — ideadlni feSeni pro
point-to-point aplikace. Snadné a jednoduché
nasazeni, které setri cas, praci, naklady i
zbytecCné papirovani a jednani s urady.

Control Tech

Industrial Automation




PROSOFT TECHNOLOGY - WIRELESS 1/0

PRO JAKE UCELY:

— Nahrazuje tradicni kabelové 1/0 feseni

— Urceny pro monitorovani a jednoduché fizeni — neni
urceno pro vysokorychlostni I/O

— Neni urcené pro nezasitované 1/0, vyzaduijici 1/O interface
v PLC, RTU apod.

ControlTech

Industrial Automation



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

/0 Moduly

% 3-30 VDC Digitalni < 4-20mA Analogové % 0-10 V Analogové
% 4 1n [ 4 Out % 21n /2 Out # 21In /2 Out

Cpnt S Tt S et

Wio
[l 4-20 mA Module >

.
.
. rotary switch
« ctMidde D
« 45
. - -
.
-
‘
|

l RRRRRRE 1‘ I TN .‘ TN l‘

/ /

/

Vsechny I/O Moduly poskytuji izolaci 2500 V r.m.s.

ControlTech
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TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

vs

W/-3107-002A

Nastaveni Switchu

Al COM
See side label
for wiring
mnstructions.

]

DIGITAL
P1-DI1&2

o © ©

DIl DI2 COM

‘ 5

OleumTech 67-3104-002A

DIGI AL
P1-DI &2

O € ©

DIl DI com
P2-DI (&4

€ O

I3 DI

20

OleumTech 67-3104-002A

ANALOG 4-20 mA
P1-Al1
o © ©
VS Al+ Al
P2-AI2
o 6 0
VS Al+ Al

See side label
for loop
power wiring

4
>

OleumTech 67-3105-002A

ANALOG ¢ 20 mA
P1-4 1

o @ ©

VS Al Al
P2-4 2

O 6 O

Vs Al Al

See sic label
for loo
pov r /i’ ng.

67-3105-002A

OleumTech

ControlTech

Industrial Automation

ANALOG 0-10V
P1-AI1

o © ©

VS Al COM
P2-A12

o 6 0

VS Al COM

See side label
for wiring
instructions.

OleumTech 67-3106-002A

ANALOG )-10V
P1-i 1

Sees le label
forw ing
in @ ¥ ns.

OleumTech 67-3106-002A




TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

PLC output modules to VStupy d Vy'Stupy \'}

Inputs

[ kazdém modulu
S5 AR

0wy
o

Input devices / Transmitters

s porE

Output devices / Valves

Control Tech
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TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

Diagnostika radiomodemu

% Radio indikuje ztratu radiové nebo 1/0O komunikace

% Jakmile je detekovano selhani radiové a nebo I/O
komunikace systém se automaticky prepina do
,Fail Safe Mode*

I/O Link Failure

.| SCADA/

RF Link Failure PLC

Rkl | ED |nd|Cat0rS for
RF and I/0O Health

=

ControlTech

Industrial Automation



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

Multi-Point Wireless I/0O Radio Kit

4 Flexibilni RF sitova architektura
kazdy radiomodul se mulze stat master, repeater nebo slave
komunikace na velké vzdalenosti — 8 km (az 48 km/900MHz)

% Sifrovana, zabezpeéena komunikace
% Digital Input Module se muiZze fungovat jako citac
% Minimalni update — 1 sek.

% Splnuje pozadavky pro prumyslové prostredi
provozni teploty -40°C az +80°C
Class | Division 2 / ATEX Class 2 / IECEx
9-30 VDC

ControlTech

Industrial Automation



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

Multi-Point Wireless I/0O Radio Kit

% 900 MHz FHSS — az 48,3 km (peer to peer)

% 2,4 GHz DSSS — az 8 km (peer to peer)
% 915 MHz FHSS — az 48,3 km (peer to peer)
% 868 MHz FHSS — az 5 km (peer to peer)

% Kazdy radiomodul muze fungovat jako repeater pro pokryti
vétsich vzdalenosti

ControlTech

Industrial Automation



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

Multi-Point Wireless I/0O Radio Kit

Point to Point Point to Multi-point Peer to Peer

\ 4
i

Flexibilni RF sitova architektura

ControITech

Industrial Automation



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

VYHODY Wireless I/O

% Bez potfeby vykopovych praci

% Bez potfeby budovat kabelové vedeni

% Zadny software nebo programovani

r’ (JSPORA

CASU A NAKLADU

Control Tech

Industrial Automation



DNY NOVE TECHNIKY

Rockwell

Unmanaged & Lightly Managed Switches il

Stratix® 2000 Unmanaged Switch
Rozsifujici se portfolio nekonfigurovatelnych
SWIEChu F.)OdeI‘.UJG az 16 pc?rtul. Low-cost,
Moznosti kombinace metalického fast Ethernetu compact solutions

a optickych SFP port0.
D

Automatically
negotiates speed and

Stratix 2500 Lightly Managed Switch duplex settings
5 a 8 portova verze. 8

NIy
|
NI

Podpora VLAN, SNMP, Redundance (STP, RSTP),
CIP Sync (IEEE 1588). —

. . . v v , No, or minimal,
Real-time diagnostika, detekce preruseného configuration
kabelu required

PUBLIC Copyright © 2017 Rockwell Automation, Inc. All Rights Reserved.

Control Tech
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DNY NOVE TECHNIKY

Rockwell

Managed Switches Automation

Stratix® 5400 and Stratix 5410

PIné gigabitova platforma. %
Podpora vrstvy 2 i vrstvy 3 - routing

Sitovy preklad adres NAT

Premier integration into
Integrated Architecture

25

Stratix 5700 & ArmorStratix™ 5700
Power over Ethernet (PoE a PoE+).

Sitovy preklad adres NAT.

Device Level Ring optimalizujici sitovou arch.
Verze v kryti IP 67.

1

Embedded Cisco
technology

| o
o —_ra—
- |
dddf

Stratix 8000 & Stratix 8300

Podpora vrstvy 2 - VLANy IT and OT configuration
. and support tools
Podpora vrstvy 3 - routing.

PoE, SFP plus rozsirujici moduly — az 26 port0.

\

—?

|aa aml
[ww mu

e"‘y"ﬁ‘i s
=% xm

| EE
" 8 E¥

PUBLIC Copyright © 2017 Rockwell Automation, Inc. All Rights Reserved.
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DNY NOVE TECHNIKY

Rockwell

Security Appliances Automation

D0101(

Stratix® 5900 Services Router
D110(Q

Kombinace firewallu a routeru. 101

Kromé sofistikovanych bezpecnostnich funkci NP
poskytuje i preklad adres NAT, VPN, QoS a dalsi control communication
funkce. ~

Nabizi ¢tyfi ethernet porty pro vnitrni sit a jeden u

port pro WAN - verejnou sit.
Routing and firewall
capabilities

Stratix 5950 Security Appliance

STARTIX 5950 mUZe pracovat ve tfech rezimech.
V transparentnim rezimu je prioritou aktivni
ochrana sité. Routovaci rezim kombinuje
transparentni rezim s funkci routovani. Pasivni
rezim slouzi pouze k monitorovani a pouziva se
v systémech s nepretrzitou konektivitou.

Access control lists

PUBLIC Copyright © 2017 Rockwell Automation, Inc. All Rights Reserved.
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NOVINKA - STRATIX 2500
LIGHTLY MANAGED SWITCH

5 a 8 portova verze
Podpora VLAN, SNMP, Redundance (STP, RSTP), CIP Sync (IEEE 1588)

Device Manager, Cisco Network Assistant,
Command Line interface (pouze debug)

Real-time diagnostika, detekce preruseného kabelu

Rockwell
Automation [ ...

.ml -

. ControlTech

Industrial Automation
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Stratix 2500 Lightly Managed Switch

» Add-on Profilee (AOP) pro konfiguraci pres Studio 5000 a FactoryTalk View Faceplate.
» Port Security — zablokovani portd, pristup koncovych zatizeni dle MAC adresy.

» Diagnostika pomaha minimalizovat vypadky. et N

» SSH a HTTPS pro bezpecné pripojeni.

» VLAN podpora pro segmentaci sité.

» STP, RSTP a MSTP - prevence proti smyckam. = ;"""‘_"_F.EEE.,._ -

» Provozni teplota od -20°C do +60°C, kryti IP30

ControlTech

Industrial Automation
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Stratix 2500 Lightly Managed Switch

Stratix Switch Benefits Comparison

Stratix 2000 Stratix 2500 Stratix 5700 Stratix 5700
Unmanaged Switch | Lightly Managed Managed Switch Managed Switch
Switch Firmware Firmware

REP v v
STP, RSTP, MSTP Resiliency Protocols v v v
Motion Prioritized QoS Macro v
Flexlinks v
EtherChannel (Link Aggregation) v v
Access Control Lists, IEEE 802.1X Security v
MAC ID Port Security v v
Crypto (SSH, SNMP), HTTPS Access v v v
Port Thresholds (Storm Control) v v
Port Mirroring v v v
Integrated Device Level Ring (DLR) v * v
Network Address Translation (NAT) v
Static and InterVLAN Routing v

ControlTech

Industrial Automation
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Stratix 2500 Lightly Managed Switch

Proc si vybrat Stratix 5700 namisto Stratix 2500

Vétsi vybér poctu porti (6, 10, 18, 20), Lite Firmware a Full Firmware. Az 4 SFP porty. Az
2 GB porty. Az 4 porty s podporou PoE.

DHCP pro automatické pfrirazeni IP adresy na port koncového zafrizeni.
Interni Flash a SD karta pro snadnou zalohu a obnoveni konfigurace.
Podpora REP resiliency protokolu.

Vybrané modely nabizi integrovany DLR,
NAT a podporu PTP.

Silnéjsi zabezpeceni - Access Control Lists,
IEEE 802.1x Security, Centralized
Authentication capability (RADIUS, TACACS+)

ControlTech

IndustryNet Industrial Automation
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EtherNet/IP Parallel Redundancy Protocol

Parallel Redundancy Protocol (PRP) poskytuje vysokou dostupnost Ethernetovych siti.
Protokol umoznuje bezproblémovou redundanci zasilanim duplicitnich datovych
paketl do dvou nezdvislych sitovych infrastruktur.

Switch s PRP technologii ma dva porty zapojené do LAN A a LAN B. Toto zafizeni je
oznacovano jako Double Attached Node (DAN).

V bézném provozu DAN soucasné zasila a prijima duplicitni datové ramce z obou LAN.
V pripadé vypadku jedné LAN, pokracuje datova komunikace pres druhou LAN bez

preruseni — zadny ,recovery time” na rozdil od jinych redundantnich protoklold jako
Spanning Tree Protocol (STP), PRP nevyZaduje Zadnou sitovou rekonfiguraci.

ControlTech

IndustryNet Industrial Automation
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EtherNet/IP Parallel Redundancy Protocol

1756-EN2TP Module as DAN

1756-EN2TP Modules as DANs

ControlTech

IndustryNet

Industrial Automation



DNY NOVE TECHNIKY

EtherNet/IP Parallel Redundancy Protocol

1756-EN2TP Module as Scanner and DAN

ControlTech

Industrial Automation

IndustryNet



DNY NOVE TECHNIKY

EtherNet/IP Parallel Redundancy Protocol

1756-EN2TP Module as DAN
l, 1/0 as VDAN

Stratix 5400 Switch .o
as RedBox '

HMI as SAN Vednasce jaaee? . :
. 2 Drive as
VDAN
' | h ' - '
——
_
HMI as VDAN

1756-EN2TP Modules as DANs

ControlTech

Industrial Automation
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EtherNet/IP Parallel Redundancy Protocol

1756-EN2TP Module as DAN on VLAN 1 1756-EN2TP Module as DAN on VLAN 2

1/0 as VDAN

Stratix 5400 Switch as onVLAN 2

RedBox on VLAN 2

0
o |
"t EESEEEE
HH
U u Drive as VDAN
HMI as SAN ' | OnVLAN2
onVLAN1 : n—
1]
- HMI as VDAN
""" on VLAN 2
_

VLAN 1, LANA 1756-EN2TP Module 1756-EN2TP Modules

VLAN1,LANB asDAN on VLAN 1 as DANs on VLAN 2
s \[LAN 2, LAN A

VLAN 2, LANB
LANA
LANB

ControlTech

IndustryNet
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POZVANKA

DATA TOUR 2018
8. NOVEMBRA
Village resort Hanuliak, Bela
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POZVANKA

DATA TOUR 2018
Prihlaste se jiz dnes na
www.controltech.sk

ControlTech

Industrial Automation

IndustryNet



TRENDY V BEZDRATOVE PRUMYSLOVE KOMUNIKACI

DEKUJI VAM ZA POZORNOST
HEZKY DEN
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Pavel Vladyka

Produktovy manazer IndustryNet
Tridvorska 1402, 280 02 Kolin
_q -, Mobil: +420 607 170 914
=L .' -|'|_| Tel.: +420 321 742 036
e-mail: pvladyka@controltech.cz

E“::Il-i' -|_r http://industrynet.controltech.cz
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